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ABSTRACT

To effectively prevent the spread of COVID-19 infections, contact tracing technology based on ICT technology is used
and various types exist depending on the way they are tracked. However, these technologies are always exposed to security
threats and each type of threat varies. In this paper, we identified processes that occur in common in various types of
contact tracing technology and identified possible threats in this process. This resulted in a common evaluation criteria
applicable to all types of contact tracing technologies and applied to actual published contact tracing technologies to perform
comparative analysis by type. These studies can help select safe and effective contact tracing technologies through
comparisons between different types.
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Table 1. Contact Tracing Technology Components
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Entity

Description

E1. Sender(Infected User)

Person who sends DUCT(or can be infected user at the same time)

E2. Receiver(Infected User)

Person who receive DUCT(or can be infected user at the same time)

E3. Hospital

Certified hospital for COVID-19 diagnosis

D1. Smartphone

Smartphones used by Sender and Receiver

D2. Service Server

Server for contact tracing systems

D3. Web Service

Web services used by contact tracing systems

P1. Access

Sender or Receiver use their smartphones

P2. Generate Account

Creating an account for contact tracing system

P3. Generate DUCT

Generating DUCT used by the contact tracing system

P4. Provide DUCT

Provides DUCT for tracing contactors on smartphones

P5. Send DUCT Send DUCT

P6. Receive DUCT Receive DUCT

P7. Notice Positive

Hospital notifies infected user of positive condition

P8. Announce Positive

Infected person enters positive facts on smartphone

P9. Upload DUCT

Upload DUCT of infected user

P10. Share DUCT

Share DUCT of infected user

P11. Calculate Risk

Calculate the probability of contact
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Table 2. STRIDE analysis for centralized contact tracing architecture based on bluetooth

Entity

Description

El.

Sender

Spoofing by trolling attack

Repudiation by system time manipulation

Repudiation by ignore the possibility of contact

Repudiation by false report attack

E2.

Receiver

Spoofing by trolling attack

Repudiation by system time manipulation

Repudiation by ignore the possibility of contact

Repudiation by false report attack

D1.

Smartphone

Information disclosure by bluetooth vulnerability attack

Denial of Service by bluetooth vulnerability attack

Denial of Service by storage/power drain attack

Elevation of Privilege by bluetooth vulnerability attack

D2.

Service Server

Spoofing by server impersonation attack

Receiving tampered DUCT by false report attack

Violation of integrity on user's DUCT by malicious insider

Violation of confidentiality on user's DUCT by malicious insider

P5.

Send DUCT

Repudiation by system time modulation

P6.

Receive DUCT

Receiving tampered DUCT by relay/replay attack

Receiving tampered bluetooth packet by bluetooth MITM attack

Repudiation by system time modulation

Denial of Service by power drain attack

Elevation of Privilege by bluetooth vulnerability attack

P8.

Announce Positive

Information disclosure by shoulder surfing attack

P9.

Upload DUCT

Spoofing by false report attack

DUCT disclosure by server impersonation

Denial of Service by server impersonation

P11. Calculate Risk

Risk result tampering by server impersonation

i i=liwiisliolislicliwli=sl Ll Eeli=sl it il ol ol whlwiEli=shi=sli=siids]i=s] |=v] [=v] [¢)]

Information disclosure by shoulder surfing attack

Table 3. LINDDUN analysis for

centralized contact tracing architecture based on bluetooth

Entity

Description

E2.

Receiver

The data subject is not aware if the situation in which personal
information is stored

D1.

Smartphone

Disclosure of information by bluetooth vulnerability attack

D2.

Service Server

Linking attack allow an malicious insider to know that who was
infected

Disclosure of information by malicious insider

P5.

Send DUCT

- |g & |O

Linking attack allows an attacker to know that two DUCT came
from same user

—

Tracking attack allows an attacker to identify user

P8.

Announce Positive

User's actions are associated with infection by shoulder surfing
attack

Disclosure of information by shoulder surfing attack

P9.

Upload DUCT

Process asscoiated with a user is infected

Process inferred whether a user is infected

Disclosure of information by server impersonation

P11. Calculate Risk

Transfer risk result is associated with the fact that a user is in
danger

Transfer risk result inferred whether a user is in danger

g|g| & |O|gcg]

Disclosure of information by shoulder surfing attack
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Fig. 2. DFD of decentralized contact tracing architecture based on bluetooth
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Table 4. STRIDE analysis for decentralized contact tracing architecture based on bluetooth

Entity

Description

Spoofing by trolling attack

Repudiation by system time manipulation

E1l. Sender

Repudiation by ignore the possibility of contact

Repudiation by false report attack

Spoofing by trolling attack

Repudiation by system time manipulation

E2. Receiver

Repudiation by ignore the possibility of contact

Repudiation by false report attack

Information disclosure by bluetooth vulnerability attack

Denial of Service by bluetooth vulnerability attack

D1. Smartphone

Denial of Service by storage/power drain attack

Elevation of Privilege by bluetooth vulnerability attack

Spoofing by server impersonation attack

Receiving tampered DUCT by false report attack

D2. Service Server

Violation of integrity on infected user's DUCT by malicious insider

Infected user's DUCT can leak by malicious insider

Denial of Service by uploading large amounts of DUCT

P5. Send DUCT Repudiation by system time modulation

Receiving tampered DUCT by relay/replay attack

Receiving tampered bluetooth packet by bluetooth MITM attack
P6. Receive DUCT Repudiation by system time modulation

Denial of Service by power drain attack

Elevation of Privilege by bluetooth vulnerability attack

P8. Announce Positive Information disclosure by shoulder surfing attack
Spoofing by false report attack
P9. Upload DUCT DUCT disclosure by server impersonation

Denial of Service by server impersonation

P10. Share DUCT

Providing abnormal DUCT pretending to be a server

wiioliwiisliolilicliwii-villisli-sliwi bl LTl oliwliwiboli=vii=sli=v] /o] f=c] }=v] |=sh >}

Denial of Service by server impersonation

Table 5. LINDDUN analysis for

decentralized contact tracing architecture based on bluetooth

Entity Description
. The data subject is not aware if the situation in which personal
E2. Receiver U . . .
information is stored
D1. Smartphone D Disclosure of information by bluetooth vulnerability attack
D2. Service Server D Disclosure of information by malicious insider
L Linking attack allows an attacker to know that two DUCT came
P5. Send DUCT from same user
[ Tracking attack allows an attacker to identify user
L User's actions are associated with infection by shoulder surfing
P8. Announce Positive attack
D Disclosure of information by shoulder surfing attack
L Process associated with a user is infected
P9. Upload DUCT D Process inferred whether a user is infected
D Disclosure of information by server impersonation
T3 el 913E Eqlsiel e 1 A= Table 5 A A7E 78 =29 AYET 3 94 93
o} Zt}h, BRE vuF S WA} kA 2 AE FF ¥l o EAE
2 EREA P 950k A oA AgAE A
&l 1
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Fig. 3. DFD of contact tracing architecture based on location information
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Table 6. STRIDE analysis for contact tracing architecture based on location information

Entity

Description

Spoofing by trolling attack

E1l. Sender

Repudiation by ignore the possibility of contact

Repudiation by GPS manipulation

Violation of integrity on infected user's DUCT by malicious insider

D2. Service Server

Infected user's DUCT can leak by malicious insider

It can be impersonated as a similar web service

Infected user's DUCT(real location data) can be tempered through
obtaining administrator privileges

D3. Web Service

DoS attack on a web service may cause the service to fail

= O] 3 |»|—~|3|T|T |

Vulnerabilities in the web service may result in the exploitation of
administrator privileges on the web service

P8. Announce Positive

—

Information disclosure by shoulder surfing attack

—3

Infected user's DUCT(real location data) can be tempered by
malicous insider

P10. Share DUCT

Infected user's DUCT(real location data) leakage by malicious
insider

Table 7. LINDDUN analysis for

contact tracing architecture based on location information

Entity Description
D2, Service Server I Internal attacker can identify infected user
' D Disclosure of information by internal attacker
D3. Web Service [ Tracking attack allows an attacker to identify user
L User's actions are associated with infection by shoulder surfing
P8. Announce Positive attack
D Disclosure of information by shoulder surfing attack
P10. Share DUCT D Disclosure of information by internal attacker
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Table 8. Evaluation criteria for contact tracing technology
. e Related
Entity Criterion Attack
C1 Ensure that sender is a normal user
02 Time data manipulation by sender should not be possible, such as 4.3.1
E1. Sender using server-synchronized time information 4.3.2
’ o3 If there is a possibility of user contact, the system must always be 4.3.3
informed of that fact 4.3.4
C4 GPS manipulation by sender should be prohibited
Ch Ensure that receiver is a normal user
o6 Time data manipulation by receiver should not be possible, such as 4.3.1
B2, Recei using server-synchronized time information 4.3.9
- fiecelver o7 If there is a possibility of user contact, the system must always be 4.3.3
informed of that fact 4.3.4
C8 Receiver should be able to see information stored on their smartphone
D1 C9 Must be safe from published bluetooth vulnerabilities 499
Srﬂartphone C10 | Resources must be managed against drain attack 4'2'7
C11 | Abnormal bluetooth packets need to be filtered properly o
0192 Validated servers must be verified through authentication between 4.1.1
D2. Service smartphone and service server 4.1.2
Server C13 | Access management to the service server should be done properly 4.2.3
C14 | Only normal users should upload DUCT through user registration, etc. 4.2.5
D3. Web C15 | Need to take action on the creation of similar websites
Sefvics C16 | No vulnerabilities should exist for web services
C17 | Need to respond appropriately to DoS attacks on Web services
018 Time data manipulation by user should not be possible, such as 198
P5. Send using server-synchronized time information 4'2'9
DUCT C19 There should be a defense against the linking attack and tracking 4'3'3
attack, such as random bluetooth signal strength o
C20 | Do not allow DUCT reuse
C21 | Must be safe from published Bluetooth vulnerabilities ig;
P6. Receive C22 | Abnormal bluetooth packets need to be filtered properly 4.2'6
DUCT 093 Time data manipulation by user should not be possible, such as 4:2:7
using server-synchronized time information 433
C24 | Resources must be managed against drain attack
P8. Announce 095 The process should not be able to distinguish the infected from the 4210
Positive non-infectious o
0% Only verified users with authentication between smartphone and
service server must upload DUCT
P9. Upload C27 | Make sure that the infected person’s DUCT is always uploaded 4.2.4
DUCT 098 Ensure that DUCT is wuploaded to validated servers through 4.2.5
authentication between smartphone and service server 4.3.5
029 The process should not be able to distinguish the infected from the
non-infectious
030 Ensure that DUCT is delivered from validated servers through
P10. Share authentication between smartphone and service server i}é
DUCT C31 | Ensure that infected person’s DUCT is always shared 4'2'5
C32 | Access management to the service server should be done properly o
P11 033 Be sure to receive contact from verified servers through
Calc‘ulate authentication between smartphone and service server 4.2.5
Risk 034 The process should not be able to distinguish the infected from the 4.2.10

non-infectious
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Table 9. Integrated comparison and analysis of
existing  contact tracing technology(O
Sufficient, X : Insufficient, - : Not applicable)
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